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The Core Concept: What is Jenkins?

At its heart, Jenkins is an open-source automation server. It is the most popular
tool for implementing CI/CD (Continuous Integration and Continuous
Delivery/Deployment).

Think of it as a robotic team member whose only job is to:

1.Watch your code repository (e.g., on GitHub, GitLab).

2.Get the latest code whenever a change is made.

3.Build that code (compile, test, package).

4.Report back if anything broke.

5.Deploy the code to servers if everything is okay.

This automates the repetitive parts of software development, leading to higher
quality and faster releases.

Jenkins Architecture: The Master-Agent Model

Jenkins uses a distributed architecture, often called a master-agent
(or controller-agent) model. This is designed to handle large
projects and distribute the workload.

1. Jenkins Server (Master/Controller)
This is the main Jenkins server that you install first. It's the brain of
the operation.
e What it does:
o Serves the web Ul that you interact with.
o Stores all configuration data (credentials, job definitions,
etc.).
o Schedules and manages build jobs.
o Tracks the status of agents.
o |t can also execute jobs itself, but this is not recommended for
production workloads.




2. Agents (Formerly "Slaves")
These are separate machines (which can be physical servers, virtual
machines, or containers) that are connected to the master.

e What they do:

o They do the actual work. The master delegates build jobs to
agents.

o They listen for instructions from the master.

o They have the necessary environments to run builds (e.g.,
specific JDK versions, Node.js, build tools like Maven or
Gradle).

Why use agents?

e Distribute Load: You can run multiple builds in parallel on
different agents.

e Different Environments: You can have agents with different
operating systems (Windows, Linux, macOS) and toolchains to
test your software on various platforms.

e Security: Isolate build environments from the main Jenkins
controller.

How they connect: Agents connect to the master using a Java
network protocol (JNLP) or via SSH. The master is always in control.

Key Jenkins Components You Will Interact With
1. Dashboard

e The home page you see after logging in. It gives you an overview of all your
jobs, build queues, and agent status.

2. Jobs (or "Projects")

e This is the heart of your work. A job is a configuration that tells Jenkins what to

do. There are different types:

Freestyle Project: The most flexible and common type for beginners. You
configure build steps through a GUI.

Pipeline: The modern, recommended way to define jobs. You write a script (a
Jenkinsfile) in code, which is stored in your repository. This is known "Pipeline-as-
Code" and is much more powerful and maintainable.

(WE WILL GET INTO MORE DETAILS FOR THE PIPELINE PART)

Multibranch Pipeline: A special type of Pipeline that automatically creates a job
for each branch in your repository (e.g., main, dev, feature-x). l‘



3. Build

e A single execution of a job. If your job is a recipe, a build is you following that
recipe once. Each build has a history, logs, and artifacts.

4. Workspace

e A directory on the agent's machine where a build happens. Jenkins checks out
your source code into the workspace and performs all its steps there.

5. Plugins

e These are extensions that give Jenkins superpowers. Jenkins' core is very
simple; almost all its functionality (integrating with GitHub, building Java
code, deploying to AWS, etc.) comes from plugins.

e Examples: Git plugin, Docker plugin, Pipeline plugin, Blue Ocean plugin (for a
nicer Ul), Email notification plugin.

6. Node

e A general term for any machine that is part of the Jenkins architecture, be it the
master or an agent.

7. Executor

e A slot for running a build on a node. A node can have multiple executors,
meaning it can run multiple builds concurrently. An executor is essentially a
thread on the agent machine.




Leveling Up: Using a Pipeline (The Better Way)

Instead of configuring everything in the Ul, you create a Jenkinsfile
in the root of your project repository.

Example Jenkinsfile (Declarative Pipeline):
The example Jenkinsfile | provided is a classic and complete example of
Continuous Integration (Cl).

e Cl (Continuous Integration): The practice of automatically building and testing
code every time a developer pushes a change. The goal is to find bugs early and
ensure the codebase is always in a working state.

o OQur Example Does CI: It Checkouts, Builds, and Tests the code. This validates
that a new code change integrates successfully with the existing code.

groovy (PCopy 2 Download

pipeline {
agent any

stages |

......

post {
always |
echo 'Build completed!
}
success |
mail to: 'teamfiexample.com', subject: 'Build Successful', body:
1
failure {
mail to: 'team@example.com’, subject: 'Build Failed®, body:

}




Let's add a CD (Delivery) stage to our example. We'll assume we
are packaging our app and deploying it to a staging environment

for further testing (a common step before production).

pipeline {

agent any
stages {
stage('Checkout') {
steps {
git 'https://github.com/yourname/your-node-app.git
1
1
stage('Build') {
steps {
sh stall
sh 'npm run build
}
1
stage('Test') {
steps {
sh est
}
1
stage( 'Package') {
steps {
sh package
archiveArtifacts artifacts: t
1
}
stage( 'Dep to St )R
steps {
sh 'aws s3 sync ./dist s3://my-staging-bucket
}
}




post {
always {
echo 'Build completed!
I
success {

mail to: "team@example.com', subject: 'Build Successful®, body: he app was deployed

failure {
mail to: 'team@example.com', subject: 'Build Failed®, body: 'Fix it!

Now this pipeline is a full CI/CD pipeline. It not only builds and tests but also
packages the application and deploys it to a staging environment.

Who Writes the Jenkinsfile?

This is a collaborative effort, and the lines can blur, but here's the typical
breakdown:
DevOps Engineers / Platform Engineers:

e Responsibility: They design the foundation.

» They create: The initial Jenkins infrastructure (master, agents, security,
plugins). They often write the first version of the Jenkinsfile or a shared
pipeline library that defines reusable patterns for building, testing, and
deploying. They ensure the pipeline has access to secrets (passwords, keys)
securely.

Developers:

e Responsibility: They own the application-specific logic inside the pipeline.

e They modify: The Jenkinsfile that lives in their application's repository. They are
the experts on how their app is built and tested. They might change the Node.js
version, add a new test command, or define a new packaging step. The DevOps
team gives them the tools and templates; the developers use them.

The Modern "You Build It, You Run It" Philosophy: The trend is for development
teams to own their entire pipeline. The DevOps team provides the platform and
guardrails, and the developers write and maintain the Jenkinsfile for their
service. This empowers developers and reduces bottlenecks.




Is the Jenkinsfile All There Is To It?

* No, absolutely not. The Jenkinsfile is the most visible part, but it's just the tip
of the iceberg. Here's what else you need to know and set up:

Component

Plugins

Security

Agents/Nodes

Shared Libraries

Triggers

Pipeline Syntax

Description

The heart of Jenkins' functionality. Need to
integrate with GitHub? Docker? AWS? Slack?
There's a plugin for that.

Configuring user roles, permissions, and
credentials.

Setting up the worker machines.

Central repositories of Groovy code that
multiple pipelines can use.

How a pipeline starts.

Knowing more than just the basics.

Why It's Important

You must install and configure the right plugins (e.g., Git,
Pipeline, Docker, Blue Ocean, SSH Agent).

Crucial. You must set up authentication (e.g., with GitHub SSO),
authorize users, and securely store secrets (APl keys, passwords)
that the pipeline uses.

You need to configure agents with the right tools (Java, Node,
Python, Docker) and connect them to the master. Often done
dynamically with Docker or Kubernetes.

Lets you avoid copy-pasting the same Jenkinsfile logic across
100 projects. Define a standard deployment method once and
reuse it.

Beyond manual triggers, you need to configure webhooks so that
GitHub can notify Jenkins to start a build immediately on a git
push.

Learn about parallel stages, input steps(to pause for manual
approval before deploying to production),
timeout, retries, and handling environment variables.




Secrets in jenkins

This is a critical security concept. Your pipeline needs to interact with
external systems (e.g., GitHub to checkout code, AWS to deploy, a database
to run tests). These interactions require credentials. You should never
hardcode usernames, passwords, or APl keys directly in your Jenkinsfile.

The Wrong Way (NEVER DO THIS):

stage('Deploy to AWS') {
steps {
sh 'aws configure set aws_access_key_id AKIAIOSFODNNTEXAMPLE'
sh 'aws configure set aws secret access key wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKE
sh 'aws s3 syne
}
}

The Right Way: Using Jenkins' Credentials Binding

The DevOps/Platform team sets up a secure store for secrets within Jenkins.

Developers can then safely reference these secrets in the pipeline without ever
seeing the actual value.

e A DevOps admin stores the secret in Jenkins:

e They go to Manage Jenkins > Manage Credentials.

e They add a new credential of type "Secret text" or "Username with password".

e They give it a unique ID (e.g., aws-prod-access-key).

e The Developer references the secure credential in the Jenkinsfile:

e Jenkins provides a withCredentials step that temporarily makes the secret
available as an environment variable during the step.

stage( 'Deploy to AWS") {
steps {
ithCredentials([string({credentialsld: ‘aws-prod-access-key', variable: 'AWS_Al
D'),
string(credentialsId: 'aws-prod-secret-key', wariable:
EY'31) {

sh




How it works?

When the pipeline runs, Jenkins fetches the actual secret values from its secure
store and places them in the AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY
environment variables only for the duration of the withCredentials block. The
pipeline log will automatically mask these values, so if a command prints them, it
will show **** ijnstead of the actual key.

This is what is meant by "providing access to secrets securely." The DevOps team
provides the mechanism, and the developer uses it without ever handling the raw
secret.

Using Specific Agents (Beyond agent any)
Using “agent any” is fine for getting started, but in a real-world setup like this one(5

VMs across 2 physical hosts), you need precision. You use labels to assign jobs to
specific agents.

The Concept of Labels:

You assign one or more labels to each agent (VM). Labels are simple tags like linux,
windows, docker, large-memory, frontend-builder.

In this pipeline, you tell Jenkins to run on an agent that has a specific label.
Our Example Scenario: 2 physical servers with 5 VMs:

Physical Server 1 (Big Machine):

VM1: Label it linux && frontend && large-memory (for heavy Node.js builds)
VM2: Label it linux && backend && java (for Java/Maven builds)

VM3: Label it linux && integration-tests (runs long test suites)

Physical Server 2 (Smaller Machine):

VM4: Label it windows && frontend (for testing Internet Explorer/Edge)
VM5: Label it linux && deployment (has all the CLI tools for AWS/Azure)




How to Assign Labels:

A DevOps admin configures this when adding the agent in Manage Jenkins >
Manage Nodes and Clouds. They simply type the labels into the field.

How to Use Labels in Your Jenkinsfile:

Example 1: Run the entire pipeline on a specific type of agent.

pipeline {
agent {
label 'frontend && large-memory'
}
stages {
}
} e

Example 2: Run different stages on different agents (Powerful feature!).
This is useful if one stage has special requirements.

pipeline {
agent none Note to why this is powerful:
stages | Optimization: You ensure your heavy build
stage('Build Frontend') { runs on a powerful machine.
B ool Correctness: You run your Windows tests
agent { label ontend && large-memory' } ; s
on an actual Windows agent, catching OS-
steps { .
B specific bugs
sh 'npm run build Security: Your deployment agent (VM5)
} can be tightly locked down and have
} production access credentials, while your
stage( 'Run Windows Tests') { build agents do not.
agent { label 'windows' } Efficiency: You can run stages in parallel
steps { on different agents.
bat '
}
}
stage( 'Deploy to Proc Lon") {
agent { label 'deployment' }
steps {
sh "aws deploy'
}
}
}




Breakdown of Other Key Directives & Steps

pipeline/

— agent/

| L— [Label, Docker, Kubernetes, or other parameters here]
|— options/

| L'— [buildpDiscarder, timeout, retry, etc.]

— environment/

| L— [KEY = 'value', KEY = credentials('id')]

— tools/

| L— [Tool name and version for automatic installation]
— parameters/

| L'— [string, choice, boolean, text parameters]

— triggers/

| L'— [cron, pollSCM, upstream]

L— changed/
L stage('Stage Name B')/

|— stages/ # The core sequence of operations
| L— stage('Stage Name A')/
| — agent/ # (Optional) Override the global agent for this stage
| — environment/ # (Optional) Override the global environment for this stage
| — when/ # (Optional) Condition to execute this stage
| — steps/ # MANDATORY: The workhorse of the stage
| | L'— [sh, bat, git, echo, script, etc.]
| L— post/ # (Optional) Stage-specific post actions
| F— always/
| — success/
| — failure/
|
|
| L— ... (same structure as Stage A)
L— post/ # Post-build actions for the entire pipeline
F— always/
— success/
F— failure/

— unstable/
L— changed/




Let's explore the other "directories” (options, environment, tools, etc.) and some of
the most important "files" (steps) you can put inside them.

1. options (Sibling of agent and stages)

This directive allows you to configure pipeline-specific options from the
Jenkins root.

pipeline {
agent any
options {

er{ logRotator (numTokeepStr: "16'))

stages {

}
2. environment (Sibling of agent and stages)

Defines environment variables that are available to all steps. This is where you
put non-secret configuration

environment {

APP_NAME = 'my-cool-app
AWS_ACCESS_KEY_ID = credentials('aws-access-key-id')
DEPLOY _PATH = opt/apps/S{APP_NAME}

}
3. tools (Sibling of agent and stages)

Automatically installs tools on the agent and adds them to the PATH. Requires
the tool to be pre-configured in Manage Jenkins > Global Tool Configuration.

tools {

nodejs

maven 'maven-3.
}
stages {

stage( 'Build') {




4. parameters (Sibling of agent and stages)

Defines user-provided parameters that trigger a new run. This creates the "Build
with Parameters" button.

parameters 1

string{name: ‘'DEPLOY V', defaultValue: 'staging', description: 'Environment to deploy to')

choice(name: 'LOG_LEVEL', choices: ['INFO', 'DEBUG', "WARN'], description: 'Set log level')

booleanParam(name: 'SKIP _TESTS', defaultValue: false, description: 'Skip test execution?')
1
stages {
stage('Deploy’) {
steps {

echo "Deploying to environment: S{params.DEPLOY_ENV}
sh "deploy.sh --env S{params.DEPLOY_ENV}

1
5. triggers (Sibling of agent and stages)

triggers {
cron{'H 4 * * 1.5')

POLLSCH('H */4 * * **)

6. when (Child of a stage)

branch 'main
expression { return params.DEPLOY_ENV == 'staging' }

environment name: 'DEPLOY_TARGET',




7. Important steps (Files inside the steps/ directory)

 sh / bat: Execute a shell (Unix) or batch (Windows) command.
e script: A necessary escape hatch. This block allows you to run arbitrary
Groovy code for complex logic that the Declarative syntax doesn't support.

steps {
script {
——
if (env.BRANCH NAME =— 'main') {
env.DEPLOY_TARGET = 'production
} else {
env.DEFLOY_TARGET = 'staging
1
1
1

e echo: Print a message to the log.

e git: Check out source code from a Git repository.

e input: Pause the pipeline and wait for human input (e.g., approval
to deploy to production).

steps {

input message: 'Deploy to production?', ok: 'Yes, deploy
I

}

e timeout / retry: Wrap other steps with a timeout or automatic retry logic.

steps {
retry(3) {
sh '.[flaky-network-script.sh
}
timeout(time: 5, unit: "MINUTES') {

sh './long-running-test-suite.sh




Full example of a pipeline (real case scenario)
SETUP

1- Agents (VMs) & Labels: Based on our previous discussion, we have:

e builder-frontend (VM1): Has Node.js, npm, and plenty of RAM. Label: frontend-
builder

* builder-backend (VM2): Has JDK, Maven. Label: backend-builder

e integration-tester (VM3): Has Docker, Docker Compose. Label: integration-tester

» deployer (VM5): Has AWS CLI, Kubernetes CLI (kubectl), or other deployment
tools. Label: deployer

e windows-tester (VM4): Windows VM for cross-browser testing (optional for this
example). We won't use it here.

2- Credentials: The following are stored securely in Jenkins:

e github-cred: SSH key or user/password for the private repository.

e aws-prod-cred: AWS credentials for deployment.

e dockerhub-cred: Credentials to push images to Docker Hub (or another
registry).

3- Tools: They are configured in Manage Jenkins > Global Tool Configuration:

e A nodejs installation named nodejs-18.
e A maven installation named maven-3.8.




The Jenkinsfile

HERE IS THE COMPLETE PIPELINE. READ THE COMMENTS FOR A
DETAILED EXPLANATION OF EACH PART.

pipeline {
agent none

environment {

FROMTEND_APP = “"myapp-f tend
BACKEND_APP = "myapp-backend

DOCKER_REGISTRY = "my-docker-registry.cor

FRONTEND_IMAGE = "S{DOCKER_REGISTRY}/S{FRONTEND_ APP}:S${env.BUILD ID}
BACKEND_IMAGE = "S{DOCKER_REGISTRY}/S{BACKEND_APP}:S5{env.BUILD_ID}

DOCKERHUB_CRED = credentials(’dockerhub-cred')

options {
iildDiscarder(logRotator(numToKeepStr: "28'))

timeout(time: 38, unit: "MINUTES')

disableConcurrentBuilds()

parameters {
choice(

name:

choices: ["none', 'staging', 'production’'],

description: 'Select the envi ent to deploy to after successful build.

eanParam(

name: _ B

defaultvalue: true,
description: 'Run the full integration test suite with Postgres?




frontend and backend parts on parallel excecution mode

stages [

stage( 'Build and Package App ations') {

stage( 'Build Frontend') {
agent { label 'frontend-builder' }
tools { nodejs 'nodejs-18' }
environment {

NEXT_PUBLIC_API_URL https:/fapi.myapp.cor
}
steps {
checkout{[5class: 'GitSCM', branches: [[name: "*/main’]],
userRemoteConfigs: [[credentialsId: 'github-cred’, wrl: 'git@githu
b.com:your-org/your - frontend-repo.git’'11])

sh 'npm ci' # ci is faster and more strict than install

sh 'npm run export’ # If you are doing a static export

archiveArtifacts artifacts: "out/**/*", allowEmptyArchive: true

}
post {
always {

cleanks()

stage( 'Build Backend') {
agent { label 'backend-builder' }
tools { maven 'maven-3.8" }
steps {
checkout([$class: 'GitsSCM', branches: [[name: "*/main’']],

userRemoteConfigs: [[credentialsId: 'github-cred’, wrl: 'gilt@githu

archiveArtifacts artifacts: "target/*.jar’, allowEmptyArchive: true
}
post {

always {

cleanWs()




docker build on vm3 on the same level as
stage "build and package application”

stage( 'Build Docker Images') {
agent { label 'integration-tester' }
steps {

checkout([5class: 'GitSCM', branches: [[name: '*/main’]],
userRemoteConfigs: [[credemtialsId: 'github-cred', url:

checkout([5class: 'GitSCM', branches: [[name: '*/main’]],
userRemoteConfigs: [[credemtialsId: 'github-cred’, url:

sh "docker build -t S{FRONTEND_IMAGE} ./frontend
sh “docker build -t ${BACKEND _IMAGE} . /backend

sh "echo S{DOCKERHUB_CRED PSW} | docker login -u ${DOCKERHUB_CRED USR} --password-
n ${DOCKER_REGISTRY]

sh "docker push ${FRONTEND_IMAGE}

sh "docker push ${BACKEND_IMAGE}

post {
always {




INTEGRATION TESTS runs on vm3

stage( ' Integration Tests') {
agent { label 'integration-tester® }
when {
expression { params.RUN_INTECRATION_TESTS == true }

}

steps {

checkout([$class: "Git=(M", branches: [[name: '*/main’]],
userRemoteConfigs: [[credentialsId: 'github-cred’, wrl: "git@oithub.cor

r-devops-repo.git’']]])

sh "sleep 3E

sh ". run-i1mtegration-Tests. 50

(=]




deployement approval waiting for the human to click proceed

agent none
when [
expression {
params .DEPLOY_ENVIROMMENT !=

-E;ssegc: sploy ${FRONTEND_APP} and ${BACKEND APP} to %{params.DEPLOY_ENVIRON
MENT}
ok:
deployement process on vmb5
stage( 'Deploy’) {

agent { label 'deployer® }
when {
expression {
params .DEPLOY_ENVIROMMENT != 'none

1

environment {
AWS_ACCESS_KEY_ID = credentials( aws-prod-cred’)

1

steps {

checkout([5class: "GitSCM', branchis: [fname: "®/main’]],
userRemoteConfigs: [[credentialsId: 'github-cred’, wrl: "git@aith
sur-org/your-devops-repo.git']]])

script |

sh "sed -1 's|5{DOCKER_REGISTRY]/S{BACKEND_APP]:.*|${BACKEND_IMAGE}|g' kBs/dep

sh "sed -i 's|${DOCKER_REGISTRY}/{FRONTEND_APP}:.* | ${FRONTEND_ IMAGE}|q d
def kubeContext = (params.DEPLOY_ENVIRONMENT == 'production’) ? 'prod-cluster
sh "kubectl --context=4{kubeContext} apply -T kis
}
echo "Successfully deployed to ${params.DEPLOY_ENVIRONMENT}
1
H




post |
always {
echo "Pipeline execution for build ${BUILD_ID} iz complete

SUCCess |

echo "Pipeline succeeded! &
failure {

echo "Pipeline failled!

}

unstable {
echo "Pipeline is unstable! (Uswally due to test failures

]
)} N
what about Canary Deployment or Regional Rollout strategy?

The goal is to deploy the new version to a small, specific region first,
validate it (monitor for errors, performance, etc.), and only then proceed to
deploy it to all other regions (global rollout).

This requires precise control and conditionality in your pipeline. Here's how
you would modify the Deploy stage to achieve this.

Approach:

We will break the Deploy stage into two new stages:
e Deploy to Canary Region
* Deploy to Global (which will only run after the canary is validated).

We'll use the input step again as a manual validation gate after the canary
deployment. For full automation, you would integrate with monitoring tools (like
Prometheus/Datadog) to automatically validate based on metrics.




Modified Jenkinsfile Snippet (Replacing the Deploy Stage)

This code replaces the single Deploy stage from the previous example.

CANARY DEPLOYEMENT PHASE:

expression {
parans.DEPLOY_ENVIROMMENT =

environment {
AHS_ACCESS_KEY_ID

steps {
I t{[5class: t . branches: [[name: 11.
userReacteConfigs: [[credentialsid: 'github ed', wrl:
1))
script {
sh L 's|4{DOCKER_REGISTRY]/4{BACKEND APP):.*|&{BACKEND IMAGE}|g' k
sh "sed - S{DOCKER_REGISTRY]/4{FRONTEMD_APP] : . * | ${ FRONTEND_IMAGE}

def canaryRegion = t
fef kubelontext = "k luster-4{canaryRegion)

echo "Deployl o Canary Reglon: ${canaryRegion}
sh "kubectl ontext=5{kubeContext} appl F
sh ". ipts/smoke-test.sh https:/[fapp.4{canaryRegion].r

echo "Succe




CANARY VALIDATION GATE:

agent none
when {
expression |
params . DEPLOY_ENVIROMMENT !=
3
4

steps {

wt(
mes5age’

'
ok: "Yes, proceed with global rolleut!”,

submitterParameter:

GLOBAL DEPLOYMENT:

age( ' Depley to ) {
agent { label
when {
expression {
parans.DEPLOY_ENVIRONMENT

environment {
BWS_ACCESS_KEY_ID = credentials(’aws-prod )

steps {
script |

def allRegions = [ t-1', "ap-northeast-1', 5 t-2', 'sa-east-1"]

for (region in allRegions) {
def kubeContext = "k luster-4{region}
echo ploying & gjion: ${regien}

sh "kubectl --context=5{kubeContext]} appl
sleep time: 38, unit:

echo "Global rollout complete! of

YOU DID WELL




