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The Core Concept: What is Jenkins?
A t  i t s  h e a r t ,  J e n k i n s  i s  a n  o p e n - s o u r c e  a u t o m a t i o n  s e r v e r.  I t  i s  t h e  m o s t  p o p u l a r
t o o l  f o r  i m p l e m e n t i n g  C I / C D  ( C o n t i n u o u s  I n t e g ra t i o n  a n d  C o n t i n u o u s
D e l i v e r y / D e p l o y m e n t ) .

T h i n k  o f  i t  a s  a  r o b o t i c  t e a m  m e m b e r  w h o s e  o n l y  j o b  i s  t o :
1 . Wa t c h  y o u r  c o d e  r e p o s i t o r y  ( e . g . ,  o n  G i t H u b ,  G i t L a b ) .
2 . G e t  t h e  l a t e s t  c o d e  w h e n e v e r  a  c h a n g e  i s  m a d e .
3 . B u i l d  t h a t  c o d e  ( c o m p i l e ,  t e s t ,  p a c k a g e ) .
4 . R e p o r t  b a c k  i f  a n y t h i n g  b r o k e .
5 . D e p l o y  t h e  c o d e  t o  s e r v e r s  i f  e v e r y t h i n g  i s  o k a y.

T h i s  a u t o m a t e s  t h e  r e p e t i t i v e  p a r t s  o f  s o f t w a r e  d e v e l o p m e n t ,  l e a d i n g  t o  h i g h e r
q u a l i t y  a n d  f a s t e r  r e l e a s e s .

Jenkins Architecture: The Master-Agent Model
J e n k i n s  u s e s  a  d i s t r i b u t e d  a r c h i t e c t u r e ,  o f t e n  c a l l e d  a  m a s t e r - a g e n t
( o r  c o n t ro l l e r - a g e n t )  m o d e l .  T h i s  i s  d e s i g n e d  t o  h a n d l e  l a r g e
p r o j e c t s  a n d  d i s t r i b u t e  t h e  w o r k l o a d .
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1 .  J e n k i n s  S e r v e r  ( M a s t e r / C o n t r o l l e r )
T h i s  i s  t h e  m a i n  J e n k i n s  s e r v e r  t h a t  y o u  i n s t a l l  f i r s t .  I t 's  t h e  b ra i n  o f
t h e  o p e ra t i o n .

W h a t  i t  d o e s :
S e r v e s  t h e  w e b  U I  t h a t  y o u  i n t e ra c t  w i t h .
S t o r e s  a l l  c o n f i g u ra t i o n  d a t a  ( c r e d e n t i a l s ,  j o b  d e f i n i t i o n s ,
e t c . ) .
S c h e d u l e s  a n d  m a n a g e s  b u i l d  j o b s .
Tra c k s  t h e  s t a t u s  o f  a g e n t s .
I t  c a n  a l s o  e x e c u t e  j o b s  i t s e l f ,  b u t  t h i s  i s  n o t  r e c o m m e n d e d  f o r
p r o d u c t i o n  w o r k l o a d s .
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2 .  A g e n t s  ( F o r m e r l y  " S l a v e s " )
T h e s e  a r e  s e p a ra t e  m a c h i n e s  ( w h i c h  c a n  b e  p h y s i c a l  s e r v e r s ,  v i r t u a l
m a c h i n e s ,  o r  c o n t a i n e r s )  t h a t  a r e  c o n n e c t e d  t o  t h e  m a s t e r.

W h a t  t h e y  d o :
T h e y  d o  t h e  a c t u a l  w o r k .  T h e  m a s t e r  d e l e g a t e s  b u i l d  j o b s  t o
a g e n t s .
T h e y  l i s t e n  f o r  i n s t r u c t i o n s  f r o m  t h e  m a s t e r.
T h e y  h a v e  t h e  n e c e s s a r y  e n v i r o n m e n t s  t o  r u n  b u i l d s  ( e . g . ,
s p e c i f i c  J D K  v e r s i o n s ,  N o d e . j s ,  b u i l d  t o o l s  l i k e  M a v e n  o r
G ra d l e ) .

W h y  u s e  a g e n t s ?
D i s t r i b u t e  L o a d :  Yo u  c a n  r u n  m u l t i p l e  b u i l d s  i n  p a ra l l e l  o n
d i f fe r e n t  a g e n t s .
D i f fe r e n t  E n v i r o n m e n t s :  Yo u  c a n  h a v e  a g e n t s  w i t h  d i f fe r e n t
o p e ra t i n g  s y s t e m s  ( W i n d o w s ,  L i n u x ,  m a c O S )  a n d  t o o l c h a i n s  t o
t e s t  y o u r  s o f t w a r e  o n  v a r i o u s  p l a t f o r m s .
S e c u r i t y :  I s o l a t e  b u i l d  e n v i r o n m e n t s  f r o m  t h e  m a i n  J e n k i n s
c o n t r o l l e r.

H o w  t h e y  c o n n e c t :  A g e n t s  c o n n e c t  t o  t h e  m a s t e r  u s i n g  a  J a v a
n e t w o r k  p r o t o c o l  ( J N L P )  o r  v i a  S S H .  T h e  m a s t e r  i s  a l w a y s  i n  c o n t r o l .

Key Jenkins Components You Will Interact With

T h e  h o m e  p a g e  y o u  s e e  a f t e r  l o g g i n g  i n .  I t  g i v e s  y o u  a n  o v e r v i e w  o f  a l l  y o u r
j o b s ,  b u i l d  q u e u e s ,  a n d  a g e n t  s t a t u s .

1. Dashboard

T h i s  i s  t h e  h e a r t  o f  y o u r  w o r k .  A  j o b  i s  a  c o n f i g u ra t i o n  t h a t  t e l l s  J e n k i n s  w h a t  to
d o .  T h e r e  a r e  d i f fe r e n t  t y p e s :

2. Jobs (or "Projects")

Fr e e s t y l e  P ro j e c t :  T h e  m o s t  f l e x i b l e  a n d  c o m m o n  t y p e  f o r  b e g i n n e r s .  Yo u
c o n f i g u r e  b u i l d  s t e p s  t h r o u g h  a  G U I .
P i p e l i n e :  T h e  m o d e r n ,  r e c o m m e n d e d  w a y  t o  d e f i n e  j o b s .  Yo u  w r i t e  a  s c r i p t  ( a
J e n k i n s f i l e )  i n  c o d e ,  w h i c h  i s  s t o r e d  i n  y o u r  r e p o s i t o r y.  T h i s  i s  k n o w n  " P i p e l i n e - a s -
C o d e "  a n d  i s  m u c h  m o r e  p o w e r f u l  a n d  m a i n t a i n a b l e .
( W E  W I L L  G E T I NTO  M O R E  D E TA I L S  F O R  T H E  P I P E L I N E  PA RT )
M u l t i b ra n c h  P i p e l i n e :  A  s p e c i a l  t y p e  o f  P i p e l i n e  t h a t  a u t o m a t i c a l l y  c r e a t e s  a  j o b
f o r  e a c h  b ra n c h  i n  y o u r  r e p o s i t o r y  ( e . g . ,  m a i n ,  d e v,  fe a t u r e - x ) .



A  s i n g l e  e x e c u t i o n  o f  a  j o b .  I f  y o u r  j o b  i s  a  r e c i p e ,  a  b u i l d  i s  y o u  f o l l o w i n g  t h a t
r e c i p e  o n c e .  E a c h  b u i l d  h a s  a  h i s to r y,  l o g s ,  a n d  a r t i f a c t s .

3. Build

4. Workspace
A  d i r e c to r y  o n  t h e  a g e n t 's  m a c h i n e  w h e r e  a  b u i l d  h a p p e n s .  J e n k i n s  c h e c k s  o u t
y o u r  s o u r c e  c o d e  i n to  t h e  w o r k s p a c e  a n d  p e r f o r m s  a l l  i t s  s t e p s  t h e r e .

5. Plugins
T h e s e  a r e  e x t e n s i o n s  t h a t  g i v e  J e n k i n s  s u p e r p o w e r s .  J e n k i n s '  c o r e  i s  v e r y
s i m p l e ;  a l m o s t  a l l  i t s  f u n c t i o n a l i t y  ( i n t e g r a t i n g  w i t h  G i t H u b ,  b u i l d i n g  J a v a
c o d e ,  d e p l o y i n g  t o  A W S ,  e t c . )  c o m e s  f r o m  p l u g i n s .
E x a m p l e s :  G i t  p l u g i n ,  D o c k e r  p l u g i n ,  P i p e l i n e  p l u g i n ,  B l u e  O c e a n  p l u g i n  ( f o r  a
n i c e r  U I ) ,  E m a i l  n o t i f i c a t i o n  p l u g i n .
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A  g e n e ra l  t e r m  f o r  a n y  m a c h i n e  t h a t  i s  p a r t  o f  t h e  J e n k i n s  a r c h i t e c t u r e ,  b e  i t  t h e
m a s t e r  o r  a n  a g e n t .

6. Node

7. Executor
A  s l o t  f o r  r u n n i n g  a  b u i l d  o n  a  n o d e .  A  n o d e  c a n  h a v e  m u l t i p l e  e x e c u to r s ,
m e a n i n g  i t  c a n  r u n  m u l t i p l e  b u i l d s  c o n c u r r e n t l y.  An  e x e c u to r  i s  e s s e n t i a l l y  a
t h r e a d  o n  t h e  a g e n t  m a c h i n e .



E x a m p l e  J e n k i n s f i l e  ( D e c l a ra t i v e  P i p e l i n e ) :
T h e  e x a m p l e  J e n k i n s f i l e  I  p r o v i d e d  i s  a  c l a s s i c  a n d  c o m p l e t e  e x a m p l e  o f
C o n t i n u o u s  I n t e g ra t i o n  ( C I ) .

C I  ( C o n t i n u o u s  I n t e g ra t i o n ) :  T h e  p ra c t i c e  o f  a u t o m a t i c a l l y  b u i l d i n g  a n d  t e s t i n g
c o d e  e v e r y  t i m e  a  d e v e l o p e r  p u s h e s  a  c h a n g e .  T h e  g o a l  i s  t o  f i n d  b u g s  e a r l y  a n d
e n s u r e  t h e  c o d e b a s e  i s  a l w a y s  i n  a  w o r k i n g  s t a t e .

O u r  E x a m p l e  D o e s  C I :  I t  C h e c k o u t s ,  B u i l d s ,  a n d  Te s t s  t h e  c o d e .  T h i s  v a l i d a t e s
t h a t  a  n e w  c o d e  c h a n g e  i n t e g ra t e s  s u c c e s s f u l l y  w i t h  t h e  e x i s t i n g  c o d e .

I n s t e a d  o f  c o n f i g u r i n g  e v e r y t h i n g  i n  t h e  U I ,  y o u  c r e a t e  a  J e n k i n s f i l e
i n  t h e  ro o t  o f  y o u r  p ro j e c t  r e p o s i to r y.

Leveling Up: Using a Pipeline (The Better Way)
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Let's add a CD (Delivery) stage to our example. We'll assume we
are packaging our app and deploying it to a staging environment
for further testing (a common step before production).
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N o w  t h i s  p i p e l i n e  i s  a  f u l l  C I / C D  p i p e l i n e .  I t  n o t  o n l y  b u i l d s  a n d  t e s t s  b u t  a l s o
p a c k a g e s  t h e  a p p l i c a t i o n  a n d  d e p l o y s  i t  t o  a  s t a g i n g  e n v i r o n m e n t .

W h o  W r i t e s  t h e  J e n k i n s f i l e ?

T h i s  i s  a  c o l l a b o ra t i v e  e f f o r t ,  a n d  t h e  l i n e s  c a n  b l u r,  b u t  h e r e 's  t h e  t y p i c a l
b r e a k d o w n :
D e v O p s  E n g i n e e r s  /  P l a t f o r m  E n g i n e e r s :

R e s p o n s i b i l i t y :  T h e y  d e s i g n  t h e  f o u n d a t i o n .
T h e y  c r e a t e :  T h e  i n i t i a l  J e n k i n s  i n f ra s t r u c t u r e  ( m a s t e r,  a g e n t s ,  s e c u r i t y,
p l u g i n s ) .  T h e y  o f t e n  w r i t e  t h e  f i r s t  v e r s i o n  o f  t h e  J e n k i n s f i l e  o r  a  s h a r e d
p i p e l i n e  l i b ra r y  t h a t  d e f i n e s  r e u s a b l e  p a t t e r n s  f o r  b u i l d i n g ,  t e s t i n g ,  a n d
d e p l o y i n g .  T h e y  e n s u r e  t h e  p i p e l i n e  h a s  a c c e s s  t o  s e c r e t s  ( p a s s w o r d s ,  k e y s )
s e c u r e l y.

D e v e l o p e r s :
R e s p o n s i b i l i t y :  T h e y  o w n  t h e  a p p l i c a t i o n - s p e c i f i c  l o g i c  i n s i d e  t h e  p i p e l i n e .
T h e y  m o d i f y :  T h e  J e n k i n s f i l e  t h a t  l i v e s  i n  t h e i r  a p p l i c a t i o n's  r e p o s i t o r y.  T h e y  a r e
t h e  e x p e r t s  o n  h o w  t h e i r  a p p  i s  b u i l t  a n d  t e s t e d .  T h e y  m i g h t  c h a n g e  t h e  N o d e . j s
v e r s i o n ,  a d d  a  n e w  t e s t  c o m m a n d ,  o r  d e f i n e  a  n e w  p a c k a g i n g  s t e p .  T h e  D e v O p s
t e a m  g i v e s  t h e m  t h e  t o o l s  a n d  t e m p l a t e s ;  t h e  d e v e l o p e r s  u s e  t h e m .

T h e  M o d e r n  " Yo u  B u i l d  I t ,  Yo u  R u n  I t "  P h i l o s o p h y :  T h e  t r e n d  i s  f o r  d e v e l o p m e n t
t e a m s  to  o w n  t h e i r  e n t i r e  p i p e l i n e .  T h e  D e v O p s  t e a m  p ro v i d e s  t h e  p l a t f o r m  a n d
g u a r d ra i l s ,  a n d  t h e  d e v e l o p e r s  w r i t e  a n d  m a i n t a i n  t h e  J e n k i n s f i l e  f o r  t h e i r
s e r v i c e .  T h i s  e m p o w e r s  d e v e l o p e r s  a n d  r e d u c e s  b o t t l e n e c k s .



Component Description Why It's Important

Plugins
The heart of Jenkins' functionality. Need to
integrate with GitHub? Docker? AWS? Slack?
There's a plugin for that.

You must install and configure the right plugins (e.g., Git,
Pipeline, Docker, Blue Ocean, SSH Agent).

Security
Configuring user roles, permissions, and
credentials.

Crucial. You must set up authentication (e.g., with GitHub SSO),
authorize users, and securely store secrets (API keys, passwords)
that the pipeline uses.

Agents/Nodes Setting up the worker machines.
You need to configure agents with the right tools (Java, Node,
Python, Docker) and connect them to the master. Often done
dynamically with Docker or Kubernetes.

Shared Libraries
Central repositories of Groovy code that
multiple pipelines can use.

Lets you avoid copy-pasting the same Jenkinsfile logic across
100 projects. Define a standard deployment method once and
reuse it.

Triggers How a pipeline starts.
Beyond manual triggers, you need to configure webhooks so that
GitHub can notify Jenkins to start a build immediately on a git
push.

Pipeline Syntax Knowing more than just the basics.
Learn about parallel stages, input steps(to pause for manual 
approval before deploying to production),
timeout, retries, and handling environment variables.

N o ,  a b s o l u t e l y  n o t .  T h e  J e n k i n s f i l e  i s  t h e  m o s t  v i s i b l e  p a r t ,  b u t  i t 's  j u s t  t h e  t i p
o f  t h e  i c e b e r g .  H e r e 's  w h a t  e l s e  y o u  n e e d  to  k n o w  a n d  s e t  u p :

Is the Jenkinsfile All There Is To It?
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The Wrong Way (NEVER DO THIS):
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Secrets in jenkins
T h i s  i s  a  c r i t i c a l  s e c u r i t y  c o n c e p t .  Yo u r  p i p e l i n e  n e e d s  t o  i n t e ra c t  w i t h
e x t e r n a l  s y s t e m s  ( e . g . ,  G i t H u b  t o  c h e c k o u t  c o d e ,  AW S  t o  d e p l o y,  a  d a t a b a s e
t o  r u n  t e s t s ) .  T h e s e  i n t e ra c t i o n s  r e q u i r e  c r e d e n t i a l s .  Yo u  s h o u l d  n e v e r
h a r d c o d e  u s e r n a m e s ,  p a s s w o r d s ,  o r  A P I  k e y s  d i r e c t l y  i n  y o u r  J e n k i n s f i l e .

The Right Way: Using Jenkins' Credentials Binding
T h e  D e v O p s / P l a t f o r m  t e a m  s e t s  u p  a  s e c u r e  s t o r e  f o r  s e c r e t s  w i t h i n  J e n k i n s .
D e v e l o p e r s  c a n  t h e n  s a fe l y  r e fe r e n c e  t h e s e  s e c r e t s  i n  t h e  p i p e l i n e  w i t h o u t  e v e r
s e e i n g  t h e  a c t u a l  v a l u e .

A  D e v O p s  a d m i n  s t o r e s  t h e  s e c r e t  i n  J e n k i n s :
T h e y  g o  t o  M a n a g e  J e n k i n s  >  M a n a g e  C r e d e n t i a l s .
T h e y  a d d  a  n e w  c r e d e n t i a l  o f  t y p e  " S e c r e t  t e x t "  o r  " U s e r n a m e  w i t h  p a s s w o r d " .
T h e y  g i v e  i t  a  u n i q u e  I D  ( e . g . ,  a w s - p r o d - a c c e s s - k e y ) .
T h e  D e v e l o p e r  r e fe r e n c e s  t h e  s e c u r e  c r e d e n t i a l  i n  t h e  J e n k i n s f i l e :
J e n k i n s  p r o v i d e s  a  wi thCreden t i a l s  s t e p  t h a t  t e m p o ra r i l y  m a k e s  t h e  s e c r e t
a v a i l a b l e  a s  a n  e n v i r o n m e n t  v a r i a b l e  d u r i n g  t h e  s t e p .
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H o w  i t  w o r k s ?
 W h e n  t h e  p i p e l i n e  r u n s ,  J e n k i n s  fe t c h e s  t h e  a c t u a l  s e c r e t  v a l u e s  f ro m  i t s  s e c u r e
s to r e  a n d  p l a c e s  t h e m  i n  t h e  AW S _ A C C E S S _ K E Y _ I D  a n d  AW S _ S E C R E T _ A C C E S S _ K E Y
e n v i ro n m e n t  v a r i a b l e s  o n l y  f o r  t h e  d u ra t i o n  o f  t h e  w i t h C r e d e n t i a l s  b l o c k .  T h e
p i p e l i n e  l o g  w i l l  a u to m a t i c a l l y  m a s k  t h e s e  v a l u e s ,  s o  i f  a  c o m m a n d  p r i n t s  t h e m ,  i t
w i l l  s h o w  * * * *  i n s t e a d  o f  t h e  a c t u a l  k e y.
T h i s  i s  w h a t  i s  m e a n t  b y  " p ro v i d i n g  a c c e s s  to  s e c r e t s  s e c u r e l y."  T h e  D e v O p s  t e a m
p ro v i d e s  t h e  m e c h a n i s m ,  a n d  t h e  d e v e l o p e r  u s e s  i t  w i t h o u t  e v e r  h a n d l i n g  t h e  ra w
s e c r e t .

U s i n g  S p e c i f i c  A g e n t s  ( B e y o n d  a g e n t  a n y )
U s i n g  “a g e n t  a n y ”  i s  f i n e  f o r  g e t t i n g  s t a r t e d ,  b u t  i n  a  r e a l - w o r l d  s e t u p  l i k e  t h i s  o n e ( 5
V M s  a c ro s s  2  p h y s i c a l  h o s t s ) ,  y o u  n e e d  p r e c i s i o n .  Yo u  u s e  l a b e l s  t o  a s s i g n  j o b s  t o
s p e c i f i c  a g e n t s .

T h e  C o n c e p t  o f  L a b e l s :
Yo u  a s s i g n  o n e  o r  m o r e  l a b e l s  t o  e a c h  a g e n t  ( V M ) .  L a b e l s  a r e  s i m p l e  t a g s  l i k e  l i n u x ,
w i n d o w s ,  d o c k e r,  l a r g e - m e m o r y,  f r o n t e n d - b u i l d e r.
I n  t h i s  p i p e l i n e ,  y o u  t e l l  J e n k i n s  t o  r u n  o n  a n  a g e n t  t h a t  h a s  a  s p e c i f i c  l a b e l .
O u r  E x a m p l e  S c e n a r i o :  2  p h y s i c a l  s e r v e r s  w i t h  5  V M s :
P h y s i c a l  S e r v e r  1  ( B i g  M a c h i n e ) :
VM1 :  L a b e l  i t  l i n u x  & &  f r o n t e n d  & &  l a r g e - m e m o r y  ( f o r  h e a v y  N o d e . j s  b u i l d s )
VM2 :  L a b e l  i t  l i n u x  & &  b a c k e n d  & &  j a v a  ( f o r  J a v a / M a v e n  b u i l d s )
VM3 :  L a b e l  i t  l i n u x  & &  i n t e g ra t i o n - t e s t s  ( r u n s  l o n g  t e s t  s u i t e s )
P h y s i c a l  S e r v e r  2  ( S m a l l e r  M a c h i n e ) :
VM4 :  L a b e l  i t  w i n d o w s  & &  f r o n t e n d  ( f o r  t e s t i n g  I n t e r n e t  E x p l o r e r / E d g e )
VM5 :  L a b e l  i t  l i n u x  & &  d e p l o y m e n t  ( h a s  a l l  t h e  C L I  t o o l s  f o r  AW S / A z u r e )
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H o w  to  A s s i g n  L a b e l s :

A  D e v O p s  a d m i n  c o n f i g u r e s  t h i s  w h e n  a d d i n g  t h e  a g e n t  i n  M a n a g e  J e n k i n s  >
M a n a g e  N o d e s  a n d  C l o u d s .  T h e y  s i m p l y  t y p e  t h e  l a b e l s  i n t o  t h e  f i e l d .

H o w  to  U s e  L a b e l s  i n  Yo u r  J e n k i n s f i l e :
E x a m p l e  1 :  R u n  t h e  e n t i r e  p i p e l i n e  o n  a  s p e c i f i c  t y p e  o f  a g e n t .

E x a m p l e  2 :  R u n  d i f fe r e n t  s t a g e s  o n  d i f fe r e n t  a g e n t s  ( P o w e r f u l  fe a t u r e ! ) .
T h i s  i s  u s e f u l  i f  o n e  s t a g e  h a s  s p e c i a l  r e q u i r e m e n t s .

N o t e  to  w h y  t h i s  i s  p o w e r f u l :
O p t i m i z a t i o n :  Yo u  e n s u r e  y o u r  h e a v y  b u i l d
r u n s  o n  a  p o w e r f u l  m a c h i n e .
C o r r e c t n e s s :  Yo u  r u n  y o u r  W i n d o w s  t e s t s
o n  a n  a c t u a l  W i n d o w s  a g e n t ,  c a t c h i n g  O S -
s p e c i f i c  b u g s .
S e c u r i t y :  Yo u r  d e p l o y m e n t  a g e n t  ( V M 5 )
c a n  b e  t i g h t l y  l o c k e d  d o w n  a n d  h a v e
p r o d u c t i o n  a c c e s s  c r e d e n t i a l s ,  w h i l e  y o u r
b u i l d  a g e n t s  d o  n o t .
E f f i c i e n c y :  Yo u  c a n  r u n  s t a g e s  i n  p a ra l l e l
o n  d i f fe r e n t  a g e n t s .  
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Breakdown of Other Key Directives & Steps
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L e t 's  e x p l o r e  t h e  o t h e r  "d i r e c to r i e s "  ( o p t i o n s ,  e n v i ro n m e n t ,  to o l s ,  e t c . )  a n d  s o m e  o f
t h e  m o s t  i m p o r t a n t  " f i l e s "  ( s t e p s )  y o u  c a n  p u t  i n s i d e  t h e m .

1 .  o p t i o n s  ( S i b l i n g  o f  a g e n t  a n d  s t a g e s )

T h i s  d i r e c t i v e  a l l o w s  y o u  t o  c o n f i g u r e  p i p e l i n e - s p e c i f i c  o p t i o n s  f r o m  t h e
J e n k i n s  r o o t .

2 .  e n v i ro n m e n t  ( S i b l i n g  o f  a g e n t  a n d  s t a g e s )

D e f i n e s  e n v i r o n m e n t  v a r i a b l e s  t h a t  a r e  a v a i l a b l e  t o  a l l  s t e p s .  T h i s  i s  w h e r e  y o u
p u t  n o n - s e c r e t  c o n f i g u ra t i o n

3 .  to o l s  ( S i b l i n g  o f  a g e n t  a n d  s t a g e s )

A u t o m a t i c a l l y  i n s t a l l s  t o o l s  o n  t h e  a g e n t  a n d  a d d s  t h e m  t o  t h e  PAT H .  R e q u i r e s
t h e  t o o l  t o  b e  p r e - c o n f i g u r e d  i n  M a n a g e  J e n k i n s  >  G l o b a l  To o l  C o n f i g u ra t i o n .
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4 .  p a ra m e t e r s  ( S i b l i n g  o f  a g e n t  a n d  s t a g e s )

D e f i n e s  u s e r - p r o v i d e d  p a ra m e t e r s  t h a t  t r i g g e r  a  n e w  r u n .  T h i s  c r e a t e s  t h e  " B u i l d
w i t h  P a ra m e t e r s "  b u t t o n .

5 .  t r i g g e r s  ( S i b l i n g  o f  a g e n t  a n d  s t a g e s )

6 .  w h e n  ( C h i l d  o f  a  s t a g e )
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7 .  I m p o r t a n t  s t e p s  ( F i l e s  i n s i d e  t h e  s t e p s /  d i r e c to r y )

s h  /  b a t :  E x e c u t e  a  s h e l l  ( U n i x )  o r  b a t c h  ( W i n d o w s )  c o m m a n d .
s c r i p t :  A  n e c e s s a r y  e s c a p e  h a t c h .  T h i s  b l o c k  a l l o w s  y o u  t o  r u n  a r b i t ra r y
G r o o v y  c o d e  f o r  c o m p l e x  l o g i c  t h a t  t h e  D e c l a ra t i v e  s y n t a x  d o e s n' t  s u p p o r t .

e c h o :  P r i n t  a  m e s s a g e  t o  t h e  l o g .
g i t :  C h e c k  o u t  s o u r c e  c o d e  f r o m  a  G i t  r e p o s i t o r y.
i n p u t :  P a u s e  t h e  p i p e l i n e  a n d  w a i t  f o r  h u m a n  i n p u t  ( e . g . ,  a p p r o v a l
t o  d e p l o y  t o  p r o d u c t i o n ) .

t i m e o u t  /  r e t r y :  W ra p  o t h e r  s t e p s  w i t h  a  t i m e o u t  o r  a u t o m a t i c  r e t r y  l o g i c .
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1 -  A g e n t s  ( V M s )  &  L a b e l s :  B a s e d  o n  o u r  p r e v i o u s  d i s c u s s i o n ,  w e  h a v e :

SETUP
Full example of a pipeline (real case scenario)

b u i l d e r - f r o n t e n d  ( V M 1 ) :  H a s  N o d e . j s ,  n p m ,  a n d  p l e n t y  o f  R A M .  L a b e l :  f r o n t e n d -
b u i l d e r
b u i l d e r - b a c k e n d  ( V M 2 ) :  H a s  J D K ,  M a v e n .  L a b e l :  b a c k e n d - b u i l d e r
i n t e g ra t i o n - t e s t e r  ( V M 3 ) :  H a s  D o c k e r,  D o c k e r  C o m p o s e .  L a b e l :  i n t e g ra t i o n - t e s t e r
d e p l o y e r  ( V M 5 ) :  H a s  AW S  C L I ,  Ku b e r n e t e s  C L I  ( k u b e c t l ) ,  o r  o t h e r  d e p l o y m e n t
t o o l s .  L a b e l :  d e p l o y e r
w i n d o w s - t e s t e r  ( V M 4 ) :  W i n d o w s  V M  f o r  c r o s s - b r o w s e r  t e s t i n g  ( o p t i o n a l  f o r  t h i s
e x a m p l e ) .  We  w o n' t  u s e  i t  h e r e .

2 -  C r e d e n t i a l s :  T h e  f o l l o w i n g  a r e  s to r e d  s e c u r e l y  i n  J e n k i n s :

3 -  To o l s :  T h e y  a r e  c o n f i g u r e d  i n  M a n a g e  J e n k i n s  >  G l o b a l  To o l  C o n f i g u ra t i o n :

g i t h u b - c r e d :  S S H  k e y  o r  u s e r / p a s s w o r d  f o r  t h e  p r i v a t e  r e p o s i t o r y.
a w s - p r o d - c r e d :  AW S  c r e d e n t i a l s  f o r  d e p l o y m e n t .
d o c k e r h u b - c r e d :  C r e d e n t i a l s  t o  p u s h  i m a g e s  t o  D o c k e r  H u b  ( o r  a n o t h e r
r e g i s t r y ) .

A  n o d e j s  i n s t a l l a t i o n  n a m e d  n o d e j s - 1 8 .
A  m a v e n  i n s t a l l a t i o n  n a m e d  m a v e n - 3 . 8 .
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HERE IS THE COMPLETE PIPELINE. READ THE COMMENTS FOR A
DETAILED EXPLANATION OF EACH PART.

The Jenkinsfile
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frontend and backend parts on parallel excecution mode
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docker build on vm3 on the same level as
stage ”build and package application” 

ya t l as
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INTEGRATION TESTS runs on vm3
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deployement approval waiting for the human to click proceed

deployement process on vm5 
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w h a t  a b o u t  C a n a r y  D e p l o y m e n t  o r  R e g i o n a l  R o l l o u t  s t ra t e g y ?
 
T h e  g o a l  i s  t o  d e p l o y  t h e  n e w  v e r s i o n  t o  a  s m a l l ,  s p e c i f i c  r e g i o n  f i r s t ,
v a l i d a t e  i t  ( m o n i t o r  f o r  e r r o r s ,  p e r f o r m a n c e ,  e t c . ) ,  a n d  o n l y  t h e n  p r o c e e d  t o
d e p l o y  i t  t o  a l l  o t h e r  r e g i o n s  ( g l o b a l  r o l l o u t ) .
T h i s  r e q u i r e s  p r e c i s e  c o n t r o l  a n d  c o n d i t i o n a l i t y  i n  y o u r  p i p e l i n e .  H e r e 's  h o w
y o u  w o u l d  m o d i f y  t h e  D e p l o y  s t a g e  t o  a c h i e v e  t h i s .

Approach :

We  w i l l  b r e a k  t h e  D e p l o y  s t a g e  i n t o  t w o  n e w  s t a g e s :
D e p l o y  t o  C a n a r y  R e g i o n
D e p l o y  t o  G l o b a l  ( w h i c h  w i l l  o n l y  r u n  a f t e r  t h e  c a n a r y  i s  v a l i d a t e d ) .

We ' l l  u s e  t h e  i n p u t  s t e p  a g a i n  a s  a  m a n u a l  v a l i d a t i o n  g a t e  a f t e r  t h e  c a n a r y
d e p l o y m e n t .  F o r  f u l l  a u t o m a t i o n ,  y o u  w o u l d  i n t e g ra t e  w i t h  m o n i t o r i n g  t o o l s  ( l i k e
P r o m e t h e u s / D a t a d o g )  t o  a u t o m a t i c a l l y  v a l i d a t e  b a s e d  o n  m e t r i c s .
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M o d i f i e d  J e n k i n s f i l e  S n i p p e t  ( R e p l a c i n g  t h e  D e p l o y  S t a g e )
T h i s  c o d e  r e p l a c e s  t h e  s i n g l e  D e p l o y  s t a g e  f r o m  t h e  p r e v i o u s  e x a m p l e .

C A N A R Y  D E P L O Y E M E N T  P H A S E :
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C A N A R Y  V A L I D A T I O N  G A T E :
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G L O B A L  D E P L O Y M E N T :

Y O U  D I D  W E L L


